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ABSTRACT

We propose a scrambling method for image matching using
phase-only correlation (POC) or discrete cosine transform
sign phase correlation (DCT-SPC). The proposed scrambling
method distorts only the phase, which has significant infor-
mation of images. The information in each image is pro-
tected by the distorted phase information. In addition, syn-
chronized scrambling keeps the relative relation between im-
ages. Therefore, either POC or DCT-SPC can be directly ap-
plied to the scrambled images in order to estimate the trans-
lated, rotated, and scaled values. Moreover, the proposed
scrambling does not affect the accuracy of estimation values.

1. INTRODUCTION

In recent years, image matching has been required for many
fields. A lot of matching methods have been developed, and
an appropriate method should be selected for each applica-
tion to obtain the desired performance [1, 2]. As one of
correlation-based matching methods, phase-only correlation
(POC) [3, 4, 5, 6, 7] is used for biometrics [8], such as iris
[6] and fingerprinting [7]. POC or phase correlation is first
proposed by Kuglin and Hines [3]. The concept of POC is
based on the fact that the information related to the displace-
ment of two images resides in the phase of the cross power
spectrum. POC gives highly accurate displacement values by
using some techniques, interpolation and curve fitting. In a
specific case, the phase of the cross power spectrum corre-
sponds to the product of the sign of discrete cosine transform
(DCT) coefficients. DCT sign phase correlation (DCT-SPC)
was proposed based on the fact [9, 10]. DCT-SPC has simi-
lar properties of POC, and the conciseness of time and space
complexities of DCT-SPC is of advantage.

Images, particularly in biometrics [8] and in medical
field, require extreme care to avoid the risk of identity theft
and invasion of privacy. Generally, encrypting and scram-
bling are used for protecting information [11, 12]. However,
these protected images require decrypting or descrambling
before image matching. In other words, both POC and DCT-
SPC cannot be directly applied to the conventional encrypted
and scrambled images.

In this paper, we propose a scrambling method for im-
age matching using either POC or DCT-SPC in order to ad-
dress these threats. The proposed scrambling method distorts
only the phase. Exposure of personal information can be pre-
vented by scrambled images. The correlation and displace-
ment values can be directly calculated without descrambling.
Moreover, there is no effect of scrambling on image match-
ing at all. That is, the exactly same accuracy is obtained from
scrambled images without descrambling.

The rest of this paper is organized as follows: We show
our motivations and explained the POC and DCT-SPC as pre-
liminary in Section 2. The proposed scrambling and an im-
age matching method between them are explained in Section
3. Some simulations are presented in Section 4. We conclude
this paper in Section 5.

2. PRELIMINARY

Our concerns are expressed to clarify our motivations.
Phase-only correlation (POC) and DCT sign phase correla-
tion (DCT-SPC) are explained.

The single-dimensional notation is used for brevity.

2.1 Concerns
Generally, the management of data demands a lot of atten-
tion. Measure for theft and refusal of cross-reference1 are
required. The data for reference using DCT-SPC or POC
should be stored in either raw data or feature data such as
DFT coefficients, their phase information, and DCT signs.
If the raw data should be stolen, the information is leaked
out. If the feature data should be stolen, the information
is exposed by the inverse transform of either DCT signs or
DFT phase information as shown in Fig. 1. In addition,
both raw data and feature data are not considered about cross-
reference.

Our motivations are to propose a scrambling method for
image registration using DCT-SPC or POC, and to show that
the proposed scrambling method does not affect registration.

2.2 Phase-only correlation (POC)
Let N-point DFT of N-point signal, gi(n), (i = 1,2), (n =
0,1, · · ·N − 1) be Gi(k), (k = 0,1, · · · ,N − 1). Gi(k) is ex-
pressed in polar form as

Gi(k) = |Gi(k)|e jθik (1)

= |Gi(k)|G′
i(k). (2)

The quantities |Gi(k)| and θik are the magnitude and the
phase, respectively. G′

i(k) = e jθik is referred to as phase fac-
tor in this paper.

The normalized cross spectrum is given as

R(k) = G′
1(k) ·G′

2(k), (3)

where G′
i(k) denotes the phase factor, and G′

2(k) denotes the
complex conjugate of G′

2(k).
1The data registered in a system is diverted in another system without a

permission of a registrant.
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(a) risk of compromise. (b) secure data management for compromise.

Figure 1: (a) Risk of compromise: If raw data in a database should be stolen, the information is leaked out. If feature
data in a database should be stolen, the information is exposed by the inverse transform of either DCT signs or DFT phase
information. (b) Secure data management for compromise: Data is stored in either scrambled raw data or scrambled feature
data for guaranteeing secure data management.

The POC is defined as the inverse DFT of R(k) in [3, 6,
7], i.e.,

r(n) =
1
N

N−1

∑
k=0

R(k)W−nk
N , n=0,1, · · · ,N−1, (4)

where WN denotes e− j2π/N . The integer displacement value
between signals is estimated according to Eq. (4).

2.3 DCT sign phase correlation (DCT-SPC)
Let N-point DCT of N-point signal gi(n) be GCi(k). The
DCT-II is defined as

GCi(k) =

√
2
N

Ck

N−1

∑
n=0

gi(n)cos
(

π(2n+1)k
2N

)
(5)

where

Ck =
{

1/
√

2, k = 0
1, k 6= 0 . (6)

The DCT sign product is given as

RC(k) = G′
C1

(k) ·G′
C2

(k), k=0,1, · · · ,N−1, (7)

n where G′
Ci

(k) is the sign of GCi(k). If GCi(k) is zero, the
G′

Ci
(k) is replaced by zero. The DCT-SPC is defined in [9,

10] as

rC(n) =
1
N

N−1

∑
k=0

KkRC(k)cos
(

πnk
N

)
, n=0,1, · · · ,N−1

(8)

where Kk is weight, and generally given as

Kk = (Ck)2. (9)

The integer displacement value is estimated according to
Eq. (8).

3. IMAGE MATCHING BETWEEN SCRAMBLED
IMAGES

In this section, the proposed scrambling method is explained.
Moreover, it is shown that there is no effect of scrambling on
the accuracy of image matching. Single-dimensional nota-
tion is continuously used for brevity.

3.1 Scrambling images
Let us first consider scrambling for POC. DFT coefficients
are changed by scrambling. Let N-point DFT of N-point
signal, gi(n), (i = 1,2), (n = 0,1, · · ·N − 1) be Gi(k), (k =
0,1, · · · ,N −1). First, N-point signs, sαi(k), are generated in
a random order by using a random number generator with a
key, αi, i.e.,

sαi(k) ∈ {1,−1} (10)
k = 0,1, · · · ,N −1 (11)

Then, the scrambled DFT coefficients G̃i(k) is obtained by
the product sαi(k) and Gi(k). i.e.,

G̃i(k) = sαi(k) ·Gi(k) (12)

= e− j(sαi (k)−1)π/2Gi(k).

G̃i(k) is expressed in polar form as

G̃i(k) = |G̃i(k)|e jθ̃ik (13)

where e jθ̃ik = sαi ·G′
i(k). Comparing Eq. (1) with Eq. (13)

provides that only the phase is changed by scrambling, i.e.,

|G̃i(k)| = |Gi(k)| (14)

and

θ̃ik =
{

θik +π, sαi(k) = −1
θik, sαi(k) = 1 . (15)
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Figure 3: DCT relation between non-scrambled and scrambled images.

There is no effect of scrambling on the magnitude. Figure 2
shows the DFT relation between non-scrambled and scram-
bled images. The DFT magnitude of scrambled image is ex-
actly the same as that of non-scrambled one. If the inverse
DFT (IDFT) is applied to the phase factor of a non-scrambled
image, the phase-only image shown in (b) is obtained and re-
sults in exposure of information. When the IDFT, on the
other hand, is applied to the phase factor of a scrambled im-
age, the scrambled phase-only image shown in (d) is obtained
and the information about the original image is protected.
The phase-scrambled image shown in (c) is generated by the
IDFT of G̃i(k).

Let us next consider scrambling for DCT-SPC. Let DCT
coefficients be GCi(k), (i = 1,2), (k = 0,1, · · · ,N−1). By
multiplying sαi(k) in Eq. (15) by GCi(k), the scrambled DCT

coefficients, G̃Ci(k), is obtained. i.e.,

G̃Ci(k) = sαi(k) ·GCi(k)

= sαi(k) · |GCi(k)|G′
Ci(k) (16)

= |G̃Ci(k)|G̃′
Ci(k) (17)

where the quantities |G̃Ci(k)| and G̃′
Ci(k) are the absolute

value and the sign, respectively. From Equations (16) and
(17), the relation between G̃′

Ci(k) and G′
Ci(k) is given as

G̃′
Ci(k) = sαi(k) ·G

′
Ci(k) (18)

and the relation between |G̃Ci(k)| and |GCi(k)| is

|G̃Ci(k)| = |GCi(k)|. (19)

We can conclude that DCT signs are changed and the abso-
lute values are invariant. Figure 3 shows the DCT relation
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between non-scrambled and scrambled images. We can see
that the original information is protected by scrambling.

3.2 Image matching under scrambling

According to Eq. (3), the normalized cross spectrum, R̃(k),
between G̃′

1(k) and G̃′
2(k) is given as

R̃(k) = G̃′
1(k) · G̃′

2(k)

= sα1(k) ·G
′
1(k) · sα2(k) ·G′

2(k) (20)

where, if the same key is used, i.e., sα1 = sα2 , then

sα1(k) · sα2(k) = 1 (21)

and

R̃(k) = R(k). (22)

If the keys are different, i.e., sα1 6= sα2 , then R̃(k) 6= R(k). In
the case of scrambled DCT coefficients, the DCT sign prod-
uct is also invariant if the common key is used. The proposed
scrambling has no effect on registration accuracy.

3.3 Scrambling and image matching steps for secure
data management
3.3.1 Scrambling

Scrambling proceeds as follows:
1. The DFT / DCT coefficients are obtained from an image.
2. The signs with random order are generated by a key.
3. The DFT / DCT coefficients are scrambled according to

Eq. (12) / Eq. (16).
The scrambled data is directly stored, or transformed and
stored as an image with scrambled either phase or sign.

3.3.2 Translation

Image matching for estimation of translation between scram-
bled images using POC or DCT-SPC is accomplished ac-
cording to the following steps:
1. The DFT phase factors / the DCT signs are extracted.
2. The normalized cross spectrum / the DCT sign product is

calculated according to Eq. (3) / Eq. (7).
3. The inverse transform is applied to the result of step 2

according to Eq. (4) / Eq. (8).
These steps are the same as those in non-scrambled images.
The proposed scrambling affects neither the steps nor the ac-
curacy of image matching, because the effect of scrambling
is canceled when the normalized cross spectrum or the DCT
sign product is calculated.

4. SIMULATION

A. Translation (synchronized scrambling)
We estimated the translational displacement between images
in Fig. 4: (b) is created from (a) shifted by 20 pixels in the
horizontal and the vertical directions, respectively, and (c)
and (d) are the corresponding phase-scrambled images that
correspond to the IDFT of scrambled DFT coefficients. Fig-
ures 5 (a) and (b) show the POC surface between the non-
scrambled images and that between the phase-scrambled im-
ages, respectively. A peak appears at the location that cor-
responds to the translational displacements. We confirmed

(a) original image (b) shifted image

(c) phase-scrambled (d) phase-scrambled
original image shifted image

Figure 4: Estimation of translational displacement. (256×
256)

that the POC surface of non-scrambled images and that of
phase-scrambled images were identical.

Estimation of translation between images with noise was
performed. The noise, which consisted of Gaussian random
numbers with zero mean and a standard deviation of 25, was
added to the shifted image in the space domain. Figures 6 (a)
and (b) show the POC surface between non-scrambled im-
ages and that between phase-scrambled images, respectively.
We confirmed that the POC surface between non-scrambled
image and that between phase-scrambled images were iden-
tical.

We also performed the estimation of translation with sub-
pixel accuracy between images. We confirmed that the esti-
mation value between the phase-scrambled images was ob-
tained with the same accuracy as that between non-scrambled
images. Details are omitted due to space limitation.

5. CONCLUSION

We have proposed a scrambling method for image matching.
The method can be utilized for either POC or DCT-SPC. We
have explained how to generate scrambled images so that the
effect of scrambling is canceled when both POC and DCT-
SPC is carried out. It is shown that the proposed method
protects the information in each image keeping relative rela-
tions and that POC and DCT-SPC therefore can be directly
applied in order to estimate the values between scrambled
images without descrambling. There is no effect of scram-
bling on the accuracy of image matching. Some simulations
has been presented to confirm that exactly the same accuracy
is obtained and to show the appropriateness and the effective-
ness of the proposed method.
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