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ABSTRACT

In this paper, an unequal error protection (UEP)-based
scheme is presented to generate tamper-proof images, in
which the lost content of the original image is recoverable
despite the malicious tampering. For this purpose, a repre-
sentation of the original image is embedded into itself, after
being protected by the proper channel coding. Since better
protection is considered for the more important bits of the
image representation through a dynamic programming (DP)
optimization scheme, they survive higher tampering rates
than the less important image information. As a result, the
quality of the restored image degrades with respect to the true
tampering rate.

Index Terms— Digital image self-recovery, Tamper-
proof images, Unequal error protection (UEP)

1. INTRODUCTION

Since its emerge, digital image watermarking has been widely
applied for image authentication and copy-right protection.
However, recently its application is extended to digital image
self-recovery, in which the lost content of the original image
due to the tampering is recoverable with the help of informa-
tion embedded into the image itself.

The common approach in such techniques is to embed
a representation of the original image into itself [1,2]. This
information can be protected against tampering using proper
channel codes [3]. However, it has been recently shown that
the digital image self-recovery can be modeled as a source-
channel coding problem [4]. In this approach, the source-
coded image information is channel-coded using proper
codes, and embedded into itself. Therefore, the quality of
the restored image and the tolerable tampering rate (TTR)
depends on the bit-rate dedicated to the source and channel
code bits, respectively.

In source-channel coding based approaches, the recovery
process fails when the tampering exceeds the rate tolerable
by the applied channel coding. In this paper, a joint source-
channel coding (JSCC) method using UEP is proposed, in
which better protection is regarded for more important infor-
mation. As a result, less information bits and thus lower qual-
ity of the restored image is accessible with the increase in the
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tampering rate. However, a rough representation of the origi-
nal image is available even in the high tampering rates, where
the previous source-channel coding schemes fail to work.

2. PROPOSED WATERMARKING METHOD

The proposed embedding method is presented in Figure 1.
Original image is encoded at first, using the set partitioning in
hierarchical trees (SPIHT) algorithm [5]. The SPIHT output
bit-stream is composed of L bit-planes (BP), where higher
(first,Jower indexes) bit-planes contribute more to the image
compression peak signal to noise ratio (PSNR), though they
are shorter meanwhile. The length and PSNR share of each
bit-plane ¢ is denoted by b; and §;, and they form the SPIHT
rate-distortion (R-D) profile.

Another feature of the SPIHT bit-stream is that the lower
bit-planes are usable only when the higher bit-planes are com-
pletely available. Therefore, the higher bit-planes must be
carefully protected, while protecting the lengthy and less im-
portant lower bit-planes is not necessary. Dedication of the
protection bit-budget to the SPIHT BP’s is decided by a JSCC
optimization module, shown in Figure 1. This module works
based on the UEP rule, that is, more protection bit-budget
is assigned to more important bit-planes. When the protec-
tion bit-budget is limited, UEP optimizer does not bother to
protect the lowest bit-planes, and totally discard them. As a
result, this module outputs the number of the BP’s included
in the protection process .J, and the optimal protection deter-
mined for them (JSCC profile). The optimization process is
discussed in more details in Section 3.

The protection information derived by the UEP scheme
is passed to the Reed-Solomon (RS) channel encoder. Based
on this information, the channel coding module fetches the J
first BP’s and outputs the channel coded compressed image
bit-stream.

On the above path, the original image is decomposed into
B x B blocks, and each block is further divided into b,, =
Ny X B2 and by, = n,,, x B? least and most significant bits
(LSB and MSB), where n,, + n,,, = 8. The n,, LSB per pixel
are used for data embedding, while the rest n,,, MSB are left
as is. Applying MD5 hash algorithm, b, hash bits are gen-
erated from the b,,, MSB of each block. On the other hand,
UEP optimizer decides the total length of the included SPIHT
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Fig. 1. Block diagram of watermark generation and embedding

BP’s and protection information to be b, bits per block. b,
bit per block is also assigned to record the UEP information
that is properly channel coded to be later extracted to the de-
coder even in high tampering rates. Channel coding output
bits undergo a permutation controlled by a secret key shared
between the transmitter and receiver to increase the security.
After that, each block hosts b. JSCC bits, by, hash bits of the
same block, and b, overhead bits. This b,, = b. + by, + b, bits
form the watermark information of each block and replaces
its b,, LSB of that block to generate the tamper-proof water-
marked image.

At the receiver side, hash bits of blocks are reproduced
and compared to those of embedded ones to determine the
tampered blocks. List of the erased channel code symbols are
generated from the list of the tampered blocks. With the help
of this list and the RS channel erasure decoder, the overhead
is decoded and the JSCC profile is extracted. JSCC profile
helps the channel erasure decoder of the SPIHT bit-stream to
determine which bit-planes are included and how protected
they are, in addition to the list of erased symbols. As a con-
sequence, channel erasure decoder manages to retrieve some
higher SPIHT BP’s, while it fails at recovering the less im-
portant bit-planes. The restored information replaces the lost
content at the tampering area. A sketch of the watermark ex-
traction and lost content recovery algorithm is given in Fig-
ure 2.

3. UNEQUAL ERROR PROTECTION AND
DYNAMIC PROGRAMMING OPTIMIZATION

Our UEP problem here is to optimally protect SPIHT-encoded
bit-planes. Kim et. al. adopted a progressive image transmis-
sion approach to develop a SPIHT-UEP scheme designed for
Internet-based progressive image and video transmission [6].
In their proposed scheme, different parity byte lengths are as-
signed to different SPIHT bit-planes, depending on their im-
portance. A DP approach is applied to find the optimal bit
allocation according to the packet loss mass probability func-
tion of the channel.
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Kim’s work guarantees that the lowest bit-planes are lost
before highest ones at every packet loss rate. This has inspired
our JSCC scheme. The proposed UEP framework is shown in
Figure 3. Assume that the bit-planes are going to be protected
using M blocks of RS(N, k;) codes over GF(2') where N =
2¢ — 1. In this way, SPIHT bit stream must be represented in
t-bit symbols. Remaining bits of bit-plane ¢ are appended to
the beginning of the (i-+1)*" bit-plane when b; is not divisible
to t. Therefore, the length of bit-plane ¢ will be S; symbols
calculated as follows:

S — VMJ
t

e; =b; +e;_1 — Sit, (D

In our UEP scheme k; = N — ¢; where ¢; equals the
optimum number of parity symbols obtained by JSCC opti-
mizer to protect bit-plane ;. The symbol length S; of some
bit-planes (especially the last lengthy ones) may exceed the
k; decided by the JSCC optimizer. In such cases, that bit-
plane must be splitted into more than one part, each of which
protected by one block of RS(N, k;). Again, if the bit-plane
symbol length .S; is not divisible to k;, it will be further mod-
ified to symbol length B; in a similar way:

S;+FEi—1
Bi_{ ki J

6020.

E;=S;+ E;_1— Bik;, Eo=0. (2
Thus, the number of channel code blocks (protection lay-
ers) assigned to the bit-plane ¢ is determined as I; = %

Therefore, the UEP scheme is set up having the optimum
channel code parity allocation vector C found by JSCC op-
timization where:

3)

Having ¢; found by optimization, k; and [; are available.
Thus, we can define:

C= (017027"'7CJ)'

“4)
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BP, BP, BP; BP_ layers will be M = b, /t.
’ b, ‘ by | by ‘ | b Original b, must be chosen in a way to be divisible to ¢.
Hereafter, from number of image blocks we mean N rather
fey=ky=s Ciucycy 1mage Block than Np. In this way, higher bit-planes that are better pro-
S IV TE tected will survive for the tampering rates higher than those of
! 12_;_1 I ;3 2| B3 7 555 the lower ones. Assume that the total number of J bit-planes
45 4 5 . . . . .« . .
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lb{ Bs |7 M . . . . . . .
. parity symbols dedicated to the bit-plane ¢, this bit-plane will
' ks W survive if no more than ¢; out of N image blocks are tam-
) pered. Therefore, defining p(j) as the probability of having j
. + Protection blocks tampered, the average received PSNR will be:
Layers (M)
r J ci
. S :
2 PSNR(J,C) = | 6; Y p(j) 6)
i=1 §=0
Iy B;
Next we calculate p(j). Assuming & as the expected tam-
123 . * | |N pering rate p(j) follows the binomial distribution:

Fig. 3. Unequal error protection design

as the total channel coding blocks occupied by ¢’th to the last
included bit-planes. Since the proposed method is a flexi-
ble scheme, TTR can be defined for the individual bit-planes
rather than the whole image. According to such design the
TTR of the bit-plane i equals to:

N—/{Z_&
N N’

TTR(7) = 4)

A DP optimization is applied to find the optimum par-
ity allocation vector. According to Figure 1, SPIHT rate-
distortion profile for the original image is available to the op-
timizer in terms of BP lengths (by,...,by) and their corre-
sponding PSNR shares (d1,...,dr,). According to the UEP
design in Figure 3, every image block must include one sym-
bol of every channel code block so that when an image block
is lost, all channel code blocks are affected equally. It can be
simply shown that in this way, N = Np — 1. Thus, we have
t = log,(N + 1). Consequently, the number of protection
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p(j) = (].V ) & (1 — @)V, ™

J
For large IV values, this distribution can be approximated
as a Gaussian distribution with mean ;x = N& and variance
02 = Na(l —a),ie.

1 —(j —p?
. 8
v exp ( 952 (®)
We define P(j) as the cumulative distribution function
(CDF) corresponding to p(j), that is, P(j) = Y.7._,p(j)-
Using function ®(z) as the CDF of the normal distribution,
P(j) can be approximated as:

p(j) ~

PU)z@(ﬂ_“)- 9)
o
Hence (6) can be rewritten as:
J
PSNR(J,C) = > §;P(c;). (10)
i=1
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(b)

Fig. 4. (a) 512 x 512 gray-scale image protected against expected tampering rate of a=0.5 using 3-LSB is 56% tampered. (b)
Tampering area is detected (c) Tampered content is recovered with PSNR=35.61 dB.

Table 1. Reconstruction Profile for Lena 512 x 512 3-LSB
Protection

TTR of bit-planes for different & designs
Bit-Plane  PSNR 0.1 0.2 0.3 0.5 0.6 0.75  0.85
1 13.25 092 092 092 092 099 099 099
2 1427 | 092 092 092 092 092 092 097
3 14.5 092 092 092 092 092 092 097
4 1502 | 092 092 092 092 092 092 097
5 1637 | 092 092 092 092 092 092 097
6 1827 | 092 092 092 092 092 092 097
7 2096 | 092 092 092 092 092 092 097
8 2316 | 092 092 092 092 092 092 095
9 25.95 087 087 087 087 087 087 093
10 29.1 08 085 0.8 085 085 085 0.9
11 3237 | 071 071 071 071 081 081 0.88
12 35.61 045 045 064 064 073 0.78 0
13 38.8 028 028 046 046 0 0 0
14 43.02 0 0 0 0 0 0 0
15 48.86 0 0 0 0 0 0 0
16 55.23 0 0 0 0 0 0 0

Thus, the problem of finding optimum parity allocation
can be stated as
mgXPSNR(J,C) st. L(1,C) < M, (11)
which can be solved through a DP approach similar to [7].
Note that the case of discarding the current bit-plane must
be also considered in the optimization stage of that bit-plane.
Furthermore, our proposed DP scheme also considers the pos-
sibility of concatenating two or more bit-planes as a single
bit-plane as long as the current bit-plane is fit into one chan-
nel coding block. These two cases of discarding the current
bit-plane or appending it to the last one are the main differ-
ences of our proposed UEP scheme compared to [6] in which
the number of protected bit-planes is fixed and no more than
one bit-plane is protected in a single encoding block.
It is worth to mention that although the expected tamper-
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ing rate & is included in the above design, it must not be nec-
essarily known to the embedder prior to the watermarking.
Instead, this very quick optimization process can be run for
a variety of the possible tampering rates to find the optimum
protection profiles. One of these optimum profiles will be
then chosen and implemented based on the desired tampering-
recovery performance.

4. EXPERIMENTAL RESULTS

In this Section, we present the results of some experiments
conducted to verify the efficiency of the proposed framework.
Following at first, the performance of dynamic programming
is investigated. Then the restoration performance of the pro-
posed framework is shown through some sample recovered
image. Finally in this section, the performance of the pro-
posed framework is compared to the most significant state of
the art image-recovery methods to confirm its superiority.

Table 1 summarizes the results of DP optimization for
512x512 Lena image for tampering rates varying from 0.1
to 0.85. It can be seen that for higher expected tampering
rates, the UEP optimizer sacrifices less significant bit-planes
to provide better protection for more important bit-planes. On
the other hand, it allows more bit-planes to be included in the
protection process for lower risks.

Image recovery performance of the proposed framework
is shown in Figure 4. Figure 4(a) shows the original gray-
scale 512 512 Lena image after being protected against & =
0.5 using a 3-LSB scheme and then being tampered at the
rate of @« = 56%. As shown in Table 1, 13 SPIHT bit-
planes are included in UEP and channel coded. Since a 3-LSB
scheme is applied, PSNR of the watermarked image equals
37.9 dB. Figure 4(b) shows how the tampering area is de-
tected by check bit examination. Finally, Figure 4(c) shows
how the proposed image recovery scheme have managed to
restore the content in the lost area. Image quality of the re-
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Fig. 5. Simulation results for different methods expressed in
terms of the recovered PSNR in tampered area against tam-
pering rate.

stored area compared to the original image equals 35.61 dB.
According to Table 1, this value means that 12 bit-planes have
survived tampering as it was expected.

Now we compare the recovery performance of the pro-
posed framework to the state-of-the-art works of Zhang [1]
and Korus [3]. One thousand randomly chosen 512x 512
gray-scale images from BOWS?2 image dataset [§] were ap-
plied to fairly compare the performance of these methods.
For each tampering rate «, a percent of image blocks were se-
lected and randomly tampered. Results for tampering restora-
tion performance in each tampering rate were averaged over
entire sample database and shown in Figure 5. Our algorithm
was implemented in 4 cases: A 2-LSB version designed for
a = 0.3, and three 3-LSB versions for @ = 0.2,0.4 and
0.7. All algorithms imposed the same embedding distortion to
the original image since they use three LSB for embedding,
except the proposed 2-LSB scheme that offers significantly
higher quality of the watermarked image measured around 6
dB in terms of PSNR.

From Figure 5 it can be seen that while the restoration
capability of Korus’s is limited to o« = 0.5, different versions
of our 3-LSB scheme offers restoration with fair quality even
for 80% tampered images. Meanwhile, the restoration quality
of our scheme is almost the same or even better for tampering
rates below Korus’s TTR. Although the main advantage of
our 2-LSB algorithm is its 6 dB less distortion imposed to the
original image compared to the other 3-LSB techniques, its
recovery performance is yet comparable to Korus’s method
and quite superior to the Zhang’s method.

5. CONCLUSION

A novel technique to generate tamper-proof images based
on the unequal error protection was introduced in this paper.
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Original image is compressed using SPIHT encoder, and the
output bit-stream is then channel coded to exhibit robustness
against tampering. In this scheme and according to a dy-
namic programming optimization technique, channel code
parity bits are optimally assigned to the SPIHT bit-planes
such that the more important bits enjoy more protection. As
a result, the quality of the restored image is high when the
tampering rate is low, and the tampered image can be recov-
ered even in the very high tampering rates. Simulation results
confirm the superiority of the proposed method compared to
the recent techniques, in terms of both the tampering rate and
the quality of the restored image.
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