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ABSTRACT

In this paper, a robust multiplicative video watermarking
scheme is presented. We segment the video signal into 3-D
blocks like cubes, and then apply 3-D wavelet transform to
each block. The watermark is inserted through multiplying
the low frequency wavelet coefficients by a constant param-
eter that controls the power of the watermark. The proposed
watermark extraction procedure is based on the maximum
likelihood rule applied to the watermarked wavelet coeffi-
cients.

1. INTRODUCTION

Multimedia watermarking has been proposed as an elegant
solution to the problem of copyright protection. However,
there are several other applications for watermarking, such as
broadcast monitoring, fingerprinting, authentication, etc. [1].
Among the media signals, image and video signals have been
found to be of more concern for watermarking, due to fast
growing demand for capturing such media in new handsets
and transmitting them over the web. In this paper, we ex-
tend the idea behind the image watermarking algorithms in-
troduced in [2, 3] to the problem of video watermarking.

Video is a moving picture signal in nature, so methods
for watermarking of still image may actually be extended to
video watermarking by minimal effort. However, this ex-
tension is technically rejected for certain reasons, as: i) a
video signal generally contains sequences of highly corre-
lated frames, ii) there exist some attacks applicable just for
video signals such as MPEG compression, spatial desyn-
chronisation, frame collision, etc., and iii) video signals of-
ten deal with real-time applications, hence the use of real-
time watermarking methods could specifically be essential
in cases of video [4].

There exist several video watermarking algorithms that
embed watermark in compressed domain [5, 6]. For exam-
ple, Belhaj in [5] embeds watermark in the MPEG-4 for-
mat based on QIM (quantization index modulation) scheme
considering perceptual masking. Langelaar et al. [6] pro-
posed two methods for embedding the message bits directly
into an MPEG compressed video bitstream. The first tech-
nique watermarks the signal by changing the variable length
codes in the bitstream, while the other one discards some
of the high frequency DCT coefficients of the bitstream for
data hiding. These watermarking algorithms are suitable for
real-time video applications. However, these methods are re-
stricted to a specific video compression standard.

Another class of video watermarking systems use spa-
tial domain [7, 8] or transformed domains such as discrete
wavelet transform (DWT) [9], discrete Fourier transform
(DFT) [10] and DCT [11] for data embedding. These tech-
niques that are applied in uncompressed domains, must be
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robust to the compression attacks. Our proposed method falls
into this category.

Among image and video watermarking methods, several
schemes use wavelet transform. Chan and Lyu embed dif-
ferent parts of a single watermark into different scenes of a
video using wavelet transform. Watermark is embedded into
video frames by changing position of some DWT coefficients
according to specific rules [12]. Guo-juan in [13] proposes a
blind video watermarking based on combination of Zernike
moments and singular value decomposition (SVD). Here, the
SVD is applied to approximation coefficients and the maxi-
mum singular value is used for data hiding.

Watermarking systems can be categorized into additive
and non-additive methods based on the embedding rule. In
the additive case, the watermark is added to a set of im-
age features, such as grey level pixels or frequency coeffi-
cients [14]. In the non-additive watermarking, depending
on the host characteristics, the embedding process is per-
formed which results in better robustness and transparency
[15]. Multiplicative watermarking methods are well-known
examples of non-additive data hiding methods.

In this paper, we introduce a video watermarking tech-
nique which is highly robust to video-based attacks. To insert
watermark, the scaling based rule proposed in [2,3] has been
used for low frequency components of 3-D video blocks.
Considering the distribution of the watermarked approxima-
tion coefficients, we use maximum likelihood (ML) decoder
for data extraction. We make some assumption on the em-
bedding parameter and the channel noise to simplify the de-
tection process, leading us to a real-time decoding scheme.
Embedding in the low frequency components of video sig-
nals, as well as optimal detection, makes our algorithm to be
quite robust against attacks.

The rest of the paper is organized as follows. In section
2 we introduce the embedding and detection parts of our wa-
termarking scheme. Performance of the proposed method is
analyzed in section 3. Section 4 shows the experimental re-
sults and section 5 concludes the paper.

2. PROPOSED SCHEME
2.1 Watermark embedding

For data embedding, we first segment the video signals into
non-overlapping 3-D blocks. The format of the video sig-
nal is assumed to be AVI (Audio Video Interleave). To this
aim, each frame which is in fact an image is segmented into
B x B non-overlapping blocks. Then, over every T consecu-
tive frames, we obtain B x B x T blocks. This procedure is
performed until the entire video signal is divided into non-
overlapping blocks which are taken as the carriers in our
watermarking system. To have better transparency, we may
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Figure 1: Block diagram of the proposed watermarking decoding scheme

choose blocks with the most entropy to which eye is less sen-
sitive according to human visual system (HVS) model [16].

For robustness against attacks, the best places for data
hiding are the low frequency components, where the least
variations are allowed in case of the compression or filter-
ing attack. However, these components are very sensitive to
any modifications that make the watermark invisibility quite
challenging. In our system, taking the advantage of wavelet
transform, we decompose each 3D block into different sub-
bands and approximation coefficients are used for data em-
bedding. If we denote these LLL approximation coefficients
with U;, the embedding process is performed using the fol-
lowing scaling based rule [2]:

Ul =Us.a Mi=1 (1)
In (1), the parameter ¢ is called the strength factor which
controls the power of watermark. By adjusting this param-
eter properly, the blocking effect is under control and thus
the watermark would be transparent [3]. In fact, o makes a
trade-off between the quality of the watermarked signal and
its robustness against attacks. Fig 1 demonstrates the block
diagram of the proposed data embedding scheme.

2.2 Watermark detection

In the decoder, the same procedure should be done. First,
we segment the received video into the 3D blocks. Then,
by applying the 3D wavelet transform, the watermarked ap-
proximation coefficients are computed. In order to detect the
message bit, we use the optimal ML decoder. To this end,
we need the distribution of watermarked approximation co-
efficients of the 3D video blocks. Mihcak, et al. show that
the wavelet coefficients of images can be modeled as a Gaus-
sian process [17]. Besides, using Kolmogrov-Smirnov test,
Akhaee et al [2] demonstrate the approximation coefficients
of image blocks can be well-modeled by an i.i.d Gaussian
distribution. Therefore, since we work on the AVI signals
that contain consecutive images, the same model is applica-
ble.

Suppose we denote the approxunatlon coefﬁments of
video blocks as U; with mean u and variance 2. After trans-
mitting the signal over the channel, the watermarked signal
might be contaminated with additive white Gaussian noise
(AWGN). Since the channel noise is Gaussian and uncorre-
lated to the watermarked signal, the received signal remains

Gaussian with the following distribution:

Wil0=oaUi+n = W0 A (apo,0y0) ()

VI/,-|1:05_1.Ui+ni = Wi|1m</V(a_1M|1,szV|1) 3)

—2+2

In these equations szv\o =a’c’+c2and 62, = a 26>+

Wil =
o?2. Besides, My = a 'y and Mo = ap. These parame-
ters must be known to the decoder. We should send some of
these parameters as side information along with the water-
marked signal, while some other parameters like the noise
variance should be estimated. Since we have applied the
wavelet transform, it is rational to use the technique proposed
by Donoho [18] based on the detail coefficients. To do this,
the noise variance is estimated by applying a median filter to
detail (HH) coefficients of the image, as:

. Median(|W;

0 = ﬁ W; € subbandHH “4)
We estimate the noise variance in the subband in which our
decoder is employed. As a consequence, the standard de-
viation of the noise in the LL subband can be computed by
multiplication of the norm of the LL filter impulse response
as:

o.=|L|é& XL (1, k) )

The distribution of N approximation coefficients of video
blocks after embedding the bit O or 1 can be calculated as:

N
1
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For date extraction, we use the ML rule as:
P(Wi,Ws,...,Wy|0) =Y

P(Wi,Wa,... . Wall) (D)

Substituting (6) in (7), we have:
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By applying logarithmic function to both sides and doing
some simplifications, (8) can be written as:

1 , a? o2 N o
(T ZW 2:u( 2 2 )ZVV, <1
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For the case where the variance of the noise is far smaller
than the variance of the video block, which usually happens,
(9) can be further simplified as:

(a* = 1), w? —Nu?) 2V 4N’ % In(a) (10)
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Transparency of the watermark limits the value of o to be
near one. Thus, by denoting o = 1 + € which € has a small
value, equation (10) can be written as:

WP 2 N(a® + ) = N x E{U?} (11)

According to (11), the proposed detector is independent of
the strength factor in low noisy environment. In addition,
there is no need for sending both mean and variance of each
block separately. The value of 6% 4 u?, which is in fact the
second moment of the LLL coefficients, is enough to be sent
through a secure channel.

3. PERFORMANCE ANALYSIS

Here, we drive the error probability of the proposed water-
marking technique at the presence of the AWGN. The error
occurs whenever the bit one is embedded in an image block
while zero is decoded at the receiver end and vice versa.
Without loss of generality, suppose one is embedded. Ac-
cording to (9), the error happens when:

N N
Py = P(AZVL/,.2+BZW,~<C|0> (12)
i=1 i=1
1 1 a? o
A= = B=-2u(5——")
Swi1 Owpo GW|1 Swo
—4 4
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w1 Swii - Swp
Suppose X; = "% According to (2), Wj; has a Gaussian

ow|1
distribution, so X; ~ N(0, 1) has a normal distribution.

N N N
Y w?= szv\l Y X7 +2auoy; Y Xi+N(ap)*  (13)
i=1 i=1 i=1

We define Qy =YY , X? and @y = YV, X;. Since X; has a
normal distribution, Qy will have a chi-square distribution,
and ®y comes with a normal distribution. By substituting
(13) in (12) and after some simplification, we have:

P (aQy +bPy < ') (14)

b=ow;(2Aap+B) ¢ =c—N(au)’
Suppose fq, (x) and fe,(x) are probability density func-
tions and Fg, (x) and Fg, (x) are their cumulative distribu-
tion functions respectively. As mentioned earlier, Qy has

a Chi-square distribution y?(N), and ®y has has a normal
distribution ®y «~ .47 (0,N). We can now calculate P,y as

follows:
/ foy(x ( /
c —ax

| fan ) Fo (5 (15)

If we use integration by parts, (15) can be rewritten as:
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where in (16), cumulative distribution function for Qy can

be written as [19]:
N x

In above equation, & (k,x) is the regularized Gamma func-
tion. Therefore, the error probability of zero embedding is:

d—ax 2
b

e 2 dx

P 1 / P ( x)
0T Vanzbh T \272
Similar approach can be taken to compute F,|;. For the case
of the bit 1 embedding, we have:
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Total error can be computed as:
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4. EXPERIMENT RESULT

In this section, experimental results are shown. We have
used various video signals, in the AVI format, to evaluate
the performance of the proposed method. 3D wavelet coeffi-
cients are achieved after three levels of decomposition using
a Daubechies filter of length 4. The message is embedded
into the approximation coefficients (LLL). We use Holly-
wood?2 for our experiments [20].

The quality of the watermarked signal is measured using
Peak Signal to Noise ratio (PSNR). Error probability is cal-
culated as the ratio of number of error bits to the total number
of watermark bits transmitted through the channel.

4.1 Change in block size and message length

As the first experiment, we show the role of message length
through changing the 3D block size. Three types of attack,
the AWGN with the standard deviation of 30, median filter-
ing (3 x 3 window), and Wiener filtering (5 x 5 window) are
examined here. We just use a part of the total capacity (Cap),
which is calculated by dividing the total number of pixels
of video signal to the 3-D blocks of size B X B x B. Table
1 shows the average results for 65 video signals while & is
fixed to 1.015 . As shown, the best performance (capacity, ro-
bustness, and transparency) is achieved when the block size
is 16 x 16 x 16. This block size is used for the rest of our
simulations.

4.2 The effect of o

In order to investigate the effect of watermark power on the
robustness, we have changed the value of a. The white noise
with standard deviation of 30 is taken as an attack to 16
frames of each video signal. The results are shown in Ta-
ble 2 for average of 100 video signals. The total number of
watermarked bits is .5 X Cap for each video. As expected,
by increasing o, higher robustness against noise is achieved
at the expense of lower quality of the watermarked signal.
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Table 1: The effects of block size and the message length

8x8x8 16 x 16 x 16 32 x32x32
Mes%ell;ength PSNR Noise Wiener | Median PSNR Noise Wiener | Median PSNR | Noise | Wiener | Median
0.2 54.08 | 23.07 | 18.34 | 14.05 || 53.82 | 5.40 5.12 7.56 54.16 | 0.51 | 0.80 6.03
0.3 52.77 | 24.52 | 19.76 | 13.13 || 52.54 | 7.28 6.03 7.16 52.74 | 0.48 | 1.64 6.33
0.4 51.88 | 25.55 | 19.70 | 12.21 || 51.68 | 7.90 7.11 6.58 51.84 | 1.00 | 1.83 5.96
0.5 51.23 | 26.93 | 20.82 | 11.15 || 51.06 | 9.01 7.60 6.15 51.20 | 1.49 | 2.38 5.95
0.6 50.70 | 27.24 | 20.58 | 10.63 || 50.60 | 10.17 | 8.12 5.73 50.73 | 1.46 | 3.14 6.60
0.7 50.30 | 28.08 | 20.46 | 9.88 50.22 | 11.13 | 8.77 5.54 50.34 | 2.22 | 3.09 5.89
0.8 49.97 | 28.82 | 20.10 | 9.25 49.90 | 12.09 | 8.77 5.26 50.02 | 2.51 | 3.50 5.51
0.9 49.69 | 29.24 | 19.24 | 8.68 49.63 | 13.00 | 8.77 4.99 49.75 | 3.77 | 4.01 5.87
1.0 49.47 | 2991 | 18.80 | 8.52 | 49.39 | 14.03 | 8.85 4.83 4948 | 4.81 | 4.34 5.42
Table 3: BER (%) after the noise attack
c 4 10 16 22 28 34 40
BER (%) for Gaussian noise || 0.07 | 1.00 | 2.89 | 5.13 | 7.55 | 10.07 | 12.55
BER (%) for uniform noise 0.00 | 0.00 | 0.00 | 0.30 | 0.80 1.00 1.51
Table 2: The effect of o on the quality and robustness Table 5: Bit error rates of Median, mean and Wiener filter attack
o 1.007 | 1.013 | 1.016 | 1.019 | 1.022 | 1.028 Filter Type 3x3 | 5x5 | Tx7
PSNR 58.84 | 53.49 | 51.70 | 50.22 | 48.96 | 46.89 Median Filter || 1.11 7.57 | 15.59
BER (%) || 18.02 | 8.85 6.72 5.39 4.20 2.89 Mean Filter 043 | 649 | 16.02
Wiener Filter 4.87 | 14.43 | 20.50

Table 4: The robustness against Gaussian Filter attack with different pa-
rameters

o 3x3 | S5x5 | 7Tx7
0.2 0 0 0
0.4 0 0 0
0.6 || 0.377 | 0.353 | 0.419
0.8 1.57 2.32 2.46
1.0 || 2.17 4.88 5.39

4.3 Noise attack

In this experiment, Gaussian noise and uniform noise with
zero mean and different standard deviations, are added to the
watermarked signal. The mean results of 77 video signals are
shown in Table 3. As shown, the proposed method is highly
robust against noise attack. This is due to using optimal de-
coder as well as embedding watermark in the low frequency
components of the host signal. We fix the value of ¢ to 1.015
which guarantees the transparency while keeping the perfor-
mance at an acceptable level. The length of the embedded
message is .5 X Cap for each video signal.

4.4 Filtering attacks

The resistance of our method to several filtering attack is in-
vestigated here. In this experiment, we use 80 video signal.
For median, Wiener and Mean filtering, the results are shown
for several window sizes, i.e. 3 x 3, 5x 5, 7% 7 in Table
5. In Table 4, the error probability is demonstrated follow-
ing Gaussian filtering with different window sizes and sigma
values. In the video camera, if the shutter speed is too slow
and the camera is in motion, a given pixel will be an amal-
gam of intensities from points along the line of the camera’s
motion. Blurring due to a linear motion in the photograph

Table 6: BER (%) after the Motion Filtering Attack

10
4.66

14
4.67

6 (degree) 2 6
BER (%) || 4.38 | 4.33

Table 7: Result of M-JPEG compression attack

Quality Factor 10 20 30 40 50 60

BER (%) 17.41 | 6.14 | 2.60 | 1.20 | 0.49 | 0.42

is the result of poor sampling. We can model the linear mo-
tion of the camera by a filter with two parameters (length in
pixels and angle 0 in degrees). We applied the Motion filter
of the length 3 and different Os to each frame of the video
signal. Table 6 reports the results of this motion filter attack
versus 6. We can see that the proposed method is highly ro-
bust against these five processing attacks. This is due to the
fact that watermark has been inserted in the approximation
coefficients.

4.5 M-JPEG compression attack

Motion JPEG (M-JPEQG) is a class of video formats where
each video frame is separately compressed with JPEG com-
pression. M-JPEG is now used by many portable devices
with video-capture capability, such as digital cameras. We
embedded .5 x Capacity message bit in each 75 video sig-
nal, and then compressed them with M-JPEG. Finally, we
extracted the message bits at the receiver side, after decom-
pressing each video signal. Table 7 shows the message error
versus different JPEG quality factors.
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Table 8: Result of MPEG compression attack

(0] 1.015 | 1.016 | 1.017 | 1.019 | 1.020 | 1.021

7.22 | 390 | 0.59 0 0

BER(%) || 11.13

4.6 MPEG compression attack

As the last part of our experiments, we show the robustness
of our watermarking method against the MPEG compression
attack that might happen before transmission to reduce the
cost/time of this process. At the receiver, first, the reverse
process, converting the MPEG to the AVI format, is per-
formed and then the data extraction is done. In Table 8, the
results obtained at different strength factors (¢r) are shown.
As observed, an acceptable performance is achieved if the
watermark power is selected appropriately.

5. CONCLUSION

We have presented a multiplicative watermarking scheme
suitable for video signals in the AVI format. The embedding
is performed by slightly modification of approximation coef-
ficients, subband corresponding to LLL, of 3D video blocks.
By modeling the modified noisy coefficients with the Gaus-
sian distribution, we implement an ML decoder for data ex-
traction. Simulation results show that the suggested tech-
nique is highly robust against different attacks. The MPEG
transmission of the watermarked video is possible by simply
converting the watermarked AVI signal into the MPEG for-
mat. However, as a future work, we are trying to embed the
watermark in a compressed format directly, so that we would
be able to reduce the complexity cost of the system.
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