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ABSTRACT

In this paper, a new robust watermarking scheme is pre-
sented. The algorithm is based on a chaotic function and a
correlation method for detection, operating in the frequency
domain. The proposed scheme is blind and comparing to
other chaos related watermarking methods, experimental
results exhibit satisfactory robustness against a wide variety
of attacks such as filtering, noise addition, geometric ma-
nipulations and JPEG compression with very low quality
factors. The scheme also outperforms traditional frequency
domain embedding both in terms of robustness and quality.

1. INTRODUCTION

In recent years digital media have spread worldwide. As the
media industry grows, the need for media distribution grows
along. The digital distribution through Internet is a common
practice among media community, but certain problems
have risen along with it [1]. The main problem media indus-
try faces today is copyright control, since it suffers from
huge economic losses due to illegal copy and distribution of
digital copyrighted material. Thus authentication and copy-
right protection have become necessary practices [2] and
there is an increasing interest in the area of digital water-
marking [3]. Digital watermarking stands for embedding a
signature signal, called ‘watermark’, into a digital cover, in
order to prove ownership, check authenticity or integrity of
the cover, and it may relate to audio, images, video or even
text.

Image watermarking schemes are usually categorized ac-
cording to three factors [4]: a) The domain in which the in-
formation (watermark) is embedded (e.g. spatial, DCT,
DWT, other), b) the type of the watermark embedded (e.g.
random sequence, binary logo), and c) the target application
for which the watermarking scheme is intended for (e.g.
copyright protection, broadcast monitoring, tamper detec-
tion).

We refer to robust watermarking when the watermark is still
detectable after various removal procedures (accidental or
malicious) called atfacks, whereas we refer to fragile wa-
termarking, when the slightest alteration of the image, is
detectable or noticeable in the content of the watermark.
Robust watermarking is usually used for copyright control,
whereas fragile watermarking is usually used for integrity
check and authentication.

One rather intriguing category of digital watermarking is
based on chaos theory and chaotic functions. In image proc-
essing the chaotic functions used are two-dimensional, and
are known as chaotic maps. There are many such functions
but the most famous for images is the Arnold’s cat map.
Voyatzis and Pitas [5] first presented a chaotic watermarking
scheme in spatial domain, which used toral automorphism.
A two-dimensional chaotic function was applied on a wa-
termark logo in order to mix and spread its content spatially.
Afterwards the chaotic logo was embedded in the host im-
age, achieving less detectability and more robustness against
attacks.

Zhao et al [6] presented a watermarking algorithm in wave-
let domain which uses a chaotic map, called “logistic map”.
The image is divided in non overlapping 8x8 blocks and
some of them are selected to create a sub image. The selec-
tion of the blocks is based on the chaotic logistic map. The
sub image is then transformed in the DWT domain where a
watermark sequence, created also by the logistic map, is
embedded.

Yeh and Lee in [7] proposed a block-based, fragile water-
marking technique in spatial domain. An authentication sig-
nature, along with a relation signature, intended for recovery
purposes, is embedded in the two least significant bits of
each pixel, for every block. In this case, toral automorphism
is applied in order to create block relations. Therefore re-
covery and authentication data (recovery and authentication
signature respectively), of each block is spread to other
blocks by using a chaotic map as a spreading function.

Wu and Shih [8] proposed an algorithm based on a chaotic
map and a reference register, for improving watermarking
capacity, by breaking local spatial similarity and generating
more significant coefficients in the transformed domain. In
the present communication we apply chaotic mapping to
images in order to create a noise-like version, before apply-
ing the DCT transform to it as a whole. A random sequence
is afterwards embedded in the DCT transform coefficients.
For detection, the improved correlation-based method of
[11] is used in order to decide if a test image is watermarked
or not.

The rest of this paper is organized as follows. In section 2
the chaotic function and its properties are described, and the
proposed watermarking scheme is demonstrated. In section
3 experimental results are presented, while conclusions are
drawn in section 4.
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2. PROPOSED IMAGE WATERMARKING
SCHEME

2.1  Chaotic function

Chaotic systems are deterministic (predictable, if enough
information is provided) systems that are governed by non-
linear dynamics. These systems show deterministic behav-
iour which is very sensitive to its initial conditions, in a way
that the results are uncorrelated and seem random.

One category of chaotic systems is chaotic maps. A chaotic
map, which can be considered as a two dimension chaotic
function, is a tool that relocates the pixels of an image and
breaks spatial continuity. If we transform the resulting cha-
otic image in the frequency domain, the number of coeffi-
cients of significant value is highly increased in comparison
with the respective transformed image as has been shown in
[8]. In figure 1 the power spectrum of DCT coefficients for
Lena, with and without the use of chaos is presented. The
coefficients are in logarithmic scale and have been normal-
ized with regard to the DC coefficient.

(a) (b)

Figure 1 — Power spectrum of DCT coefficients for normal
(a) and chaotic (b) Lena image

In figure 2 the histograms of the respective DCT coefficients
are presented. As can be seen in figures 1 and 2, the trans-
formed chaotic image is richer in frequency content, a desir-
able property in watermarking, as there are more suitable
candidate coefficients for manipulation and information
embedding.
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Figure 2 — Histogram of DCT coefficients for normal
(a) and chaotic (b) Lena image

Voyatzis and Pitas in [5] presented a watermarking scheme
based on a two dimensional chaotic function, called “toral
automorphism”. This cyclic chaotic function, each time ap-
plied on a square image, rearranges its pixels. After it is ap-
plied T times, where T is the period of the function, the pix-
els return to their initial location. If (x, y) are the initial co-
ordinates of a pixel, the outcome coordinates of the chaotic
function (x’, y’) are given by (1)
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Where N denotes the width of the image and ¢ is an integer
parameter, which affects the period T of the chaotic func-
tion.

2.2 Features of the proposed scheme
The proposed watermarking scheme has the following fea-
tures:

e Blind; in order to detect the watermark no original is
needed.

e Robust against filtering attacks like low pass filter-
ing, Gaussian noise and median.

e Robust against noise attacks like dust, salt and pep-
per, speckles and scratches.

e Robust against some mild geometrical attacks like
cropping, aspect ratio changes, resizing and rotation,
provided synchronization is achieved.

e Multicast; a certain watermark can be embedded
several times to increase robustness.

e Applicability to color images.

e No visual degradation of the image.

The basic principle of this scheme is based on the correla-
tion method, applied not in spatial domain, but in frequency
domain jointly with a chaotic function. A chaotic map (1) is
applied on the host image and the derived chaotic image is
transformed in frequency domain with DCT. The energy of
the transformed image is scattered throughout all of the
DCT coefficients and the resulting DCT matrix has more
significant (therefore appropriate for embedding) coeffi-
cients. A random sequence is generated according to a seed,
which is used as a key for the embedding and extraction ro-
cedure.

2.3  Embedding procedure

In order to embed the information in the host image certain

parameters must be specified [9]: an integer from which the

random sequence derives (key), the starting coefficient

(start), the total number of DCT coefficients to be affected

(N), and the strength of the embedding procedure (a).

The steps of the embedding algorithm for a grayscale image

are depicted in figure 3 and are the following:

a. A random sequence (w) is generated according to key.
The sequence consists of N random numbers which are
normally distributed with zero mean and unit variance.

b. The period T of the chaotic function (1) for the particu-
lar image is calculated.
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‘ Host image, key, start, N, a ‘

v

‘ Random sequence (w) ‘
v

‘ Period (T) of chaotic function
v

‘ Chaotic image generation ‘
v

‘ DCT matrix ‘
v

‘ DCT vector ‘
v

‘ C’=C+a-w|C| ‘
v

‘ Watermarked DCT vector ‘
v

‘ Watermarked DCT matrix ‘
v

‘ Watermarked chaotic image ‘
v

‘ Watermarked Image ‘

Figure 3 — Embedding procedure

The chaotic function (1) is applied LT/3J times to the

host image creating the chaotic image. The chaotic im-
age seems more like noise, as shown in figure 4.
The DCT coefficients of the chaotic image, as a whole,
are calculated formulating the respective DCT matrix.
A vector is produced by zigzag scanning the DCT ma-
trix.
Each DCT coefficient from start to start+N-1 is altered
according to the following rule:

C=C+aw-C|
where a denotes the strength of the embedding proce-
dure, C’ denotes the altered coefficient, C denotes the
initial coefficient, and w denotes the respective element
of the random sequence.
The altered coefficients form the watermarked DCT
matrix by inverse zigzag scanning.
The watermarked chaotic image is generated by apply-
ing inverse DCT function on the watermarked DCT ma-
trix.
The chaotic function (1) is applied T - LT/ 3J times to

the watermarked chaotic image, producing the final wa-
termarked image.

Chaotic function

Figure 4 - Host Image (Lena 512x512) and its chaotic
representation after applying equation (1) I_T / 3J times

The watermarking algorithm described, could also be ap-
plied to color pictures. The only difference is that instead of
gray scale intensity values, some or all of the other color
components are used [10]. Therefore the watermark could
be embedded more than once, achieving higher robustness.

2.4  Watermark extraction

In order to detect whether an image is watermarked or not,

the parameters start, N and key, as well as the improved cor-

relation-based detection method, presented in [11], are used.

In [11], except for the right key, in order to increase robust-

ness against attacks, a symmetrical precinct (keyspace),

around the key value is used. A typical size for this precinct

is £10. The steps, of the detecting algorithm in a grayscale

image are the following:

a. The period (T) of the chaotic function (1) for the speci-
fied image is calculated.

b. The chaotic image is generated by applying the chaotic
function (1) LT/ 3J times to the initial image.

c. The DCT coefficients of the chaotic image are calcu-
lated formulating the respective DCT matrix

d. A vector is produced by zigzag scanning the DCT ma-
trix.

e. According to key a random sequence (w) is generated.

f.  The correlation between the random sequence and the
respective coefficients of the DCT vector is calculated.

g. After calculating the correlation for all the keys in
keyspace, the detector’s output is defined as the ratio of
the first maximum to the second maximum of the cor-
relation values in the precinct.

h. If the output is higher than a predefined threshold (%),
the image is considered to be watermarked; otherwise
the image is considered not watermarked.

The extraction procedure is depicted in figure 5.
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Figure 5 — Extraction Procedure
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3. EXPERIMENTAL RESULTS AND
COMPARISONS

The robustness of the watermark depends on the strength
parameter (a), used during embedding (section 2.3). As a
value increases the robustness of the scheme raises accord-
ingly. Nevertheless this comes with a cost in quality of the
watermarked image. As expected, image quality is inversely
proportional to robustness. This results from PSNR meas-
urements and objective evaluation of watermarked images.
The correlation method is based on the fact that the se-
quence (w) generated according to key, is normally distrib-
uted with zero mean and unit variance. Furthermore DCT
coefficients of natural images tend to approximate a Lapla-
cian distribution. Due to this assumption, there is a variation
in correlation factor and PSNR results depending on the
selected DCT coefficients for the embedding procedure.
This is shown in figure 6, where the correlation factor varies
depending on the starting coefficient and the number of co-
efficients affected. A high correlation factor is more robust
and therefore, parameters start and N producing a high cor-
relation factor, are more suitable for achieving robustness
against attacks (with the restriction that the resulting quality
is acceptable).

Start Number of coefficients (N)

Figure 6 — Correlation factor depending on starting coefficient
(start) and number of coefficients affected (V)

The proposed method, based on chaotic map and improved
correlation-based detection method [11], gives better results
than the standard method of correlation. In figure 7 we can
see two watermarked images, with a=0.3, start=500 and
N=10000, watermarked with the chaotic function and the
standard method respectively.

Figure 7 — Chaotic based and standard watermarked Lena
image for strength=0.3, start=500 and N=10000

The chaotic implementation produced a watermarked image
of PSNR= 45.17dB and correlation factor of 6, while the
standard implementation produced a watermarked image of
PSNR= 36.61dB and correlation factor of 5.87. The chaotic
implementation always outperforms standard correlation
method by allowing the selection of parameters that produce
similar or higher correlation factors, while the resulting im-
age quality is far superior.

In order to achieve higher robustness (at the expense of im-
age quality) we selected the parameters a=0.3, start=2 and
N=40000. The watermarked image, of fair PSNR=36.15dB,
shows no obvious degradation, providing a high and robust
correlation factor (8.34). In figure 8 we can see some attacks
on Lena Image and the respective correlation factors. The
threshold for the correlation factor was set to 1.5 which is a
perfectly safe value for both Type I and Type II errors.

The proposed chaotic-correlation based scheme shows ro-
bustness against filtering attacks like low pass filtering, me-
dian filtering and Gaussian blur. The watermark was detect-
able after JPEG attack, as low as 10% quality, which in
‘Lena’s case gives a compression ratio of 64:1. The water-
mark was also not compromised by noise attacks like salt
and pepper, dust and speckles, Gaussian and uniform noise.
The scheme is also robust to some geometrical attacks like
cropping, aspect ratio changes, resizing and rotation, given
image synchronization.

Results for images ‘Lena’, ‘peppers’, ‘baboon’ and ‘air-
plane’, are presented in table 1.

b) Gaussian noise attack
Correlation factor=5.34

a) Chaotic marked
Lena image

¢) JPEG attack with quality factor=10
Correlation factor=1.53

d) Selective cropping attack
Correlation factor= 4.05

Figure 8 — Attacks against watermarked Lena image
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Table 1 — PSNR and correlation factor results for different images

image start N a PSNR (dB) Correlation factor JPEg}Oz:trtZl?l??;li ‘fé?z:l{atg: 50,
Lena 2 40.000 | 0.3 36,15 8.34 1.58
peppers 2 40.000 | 0.3 36,50 10.82 2.29
airplane 2 40.000 | 0.3 34,25 10.79 1.86
baboon 2 40.000 | 0.3 33,14 8.76 2.78
The proposed scheme is more robust compared to [7] and ~ REFERENCES

[5], as [7] is a fragile implementation and [5] is based on
subjective visual observation, which stands up to 6:1 JPEG
compression. The method of [6] seems to be more robust
against geometrical attacks (due to wavelets features) but no
explicit measurements for compression or filtering attacks
are mentioned. The method of [8] is outperformed, as it
merely withstands JPEG compression down to quality 20
(with PSNR=35.24dB), opposed to JPEG compression with
quality factor 10 and PSNR=36.15dB, presented in this
work.

4. CONCLUSIONS

A robust watermarking scheme for images is presented,
based on correlation method and a chaotic function. The
proposed scheme shows robustness against filtering attacks
like low pass filtering, median filtering and Gaussian blur,
while retaining high visual quality. The watermark is also
detectable after JPEG compression, for quality factors as
low as 10, and is not compromised by noise attacks like salt
and pepper, dust and speckles, Gaussian and uniform noise.
The scheme is also robust to some geometrical attacks like
cropping, aspect ratio changes, resizing and rotation, given
image synchronization.

A crucial factor is the proper selection of the embedding
parameters (strength, start and N) which affect the correla-
tion factor and the robustness of the watermark.

Our future work is to combine the proposed algorithm with
an image quality metric, suitable for our purpose, in order to
produce a scheme which will automatically select the opti-
mum parameters to achieve higher robustness.
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