Which directions for asymmetric watermarking?
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ABSTRACT

A perfect asymmetric watermark is what a lot of re-
searchers are looking for. So far, no asymmetric scheme
is perfect. We review some the schemes proposed so
far. We put an emphasis on classical cryptography to
see how it has been and can be used, imitated in the
watermarking world.
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1 Introduction

A lot of people talk about asymmetric watermarking.
But the definition can have different meaning.

It is a hot topic because the industry expect some-
thing from the research that does not exist up to now.
What are the characteristics of such perfect watermark?

e robust against any attack
e embedded with a secret key

e can be verified with the knowledge of a public key
or no key at all but without the knowledge of the
secret key

e can be verified off-line without contacting any au-
thority

e the knowledge of the verification algorithm and the
public key cannot allow to remove or alter the wa-
termark

Progress has been made towards such scheme but no
one perfectly match the requirements set by the indus-
try.

It is also worth noting that these requirements do not
imply the use of a pair private / public key. Others
schemes are possible.

In the following sections we will investigate the differ-
ent methods that have been chosen and others that can
be used.
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2 Partly known key

This was one the first idea to obtain a kind of asym-
metric watermark and was introduced by Hartung and
Girod [12]. It is a simple modification of spread-
spectrum watermarking. The recipient of the water-
marked signal receive only a part of the watermark. The
recipient can check the presence of this part of the wa-
termark. Unfortunately, he is also able to remove this
part of the watermark. That means that a public detec-
tor of the watermark cannot detect it anymore although
the private part of the watermark remains.

3 Based on autocorrelation

By embedding some specific values, a correlation ap-
pears between the signal and a transformation of the
signal. The embedded values are the private keys and
the transformation matrix the public key.

3.1 Legendre sequence insertion

The first scheme based on this technique was introduced
by van Schyndel, Tirkel and Svalbe in [14]. They em-
bed a Legendre sequence in the signal. The Legendre
sequence is invariant in a Fourier transform. Therefore
it correlates with its conjugate Fourier transform. The
private key is the Legendre symbol embedded and the
public key is the length of the sequence.

3.2 Eigenvector insertion

The second scheme is a variation on the first scheme and
was introduced by Eggers, Su and Girod in [7]. Here the
watermark is an eigenvector of a transformation matrix.
Once again as it is an eigenvector, it correlates with its
transformation by the matrix. The private key is an
eigenvector of the transformation matrix and the public
key is the transformation matrix itself

Unfortunately, attacks that remove these watermarks
have been found on these two schemes [6].

4 Inspired by cryptography

Here the idea is to look at what has been done in cryp-
tography to solve such problem. As it works in cryptog-
raphy why not reuse it?



In order to obtain public key systems, cryptographic
protocols use one-way functions with trapdoors. The
principle is quite simple: without the trapdoor (the
secret key), the function is quasi impossible to invert.
With the trapdoor, it is easy to invert the function.

As mentioned by Cox, Miller and Bloom in [1], the
similarity is not perfect. The cryptography mapping
between the clear text and the cipher text is one-to-one
and a small change in the clear text induces a random
change in the cipher text. In watermarking, a small
change in the signal should allow the detection of the
same watermark.

The first tentative was made by Furon and Duhamel
in [9, 10]. They did not really use a one-way trapdoor
function. Instead, the use a signal processing one-way
function: the power density spectrum (PDS). The result
of this function does not allow a perfect reconstruction
of the signal.

The signal O is randomly permuted O to obtain a
flat PDS. The watermark W is a filtered white noise
signal. The watermarked permuted signal is O’. As W
is independent of O, the PDS of O’ is the sum of the
PDS of the two signals. This PDS is the public key.
The random permutation is reverted and the resulting
watermarked signal is O’.

To verify the watermark, the signal O is randomly
permuted, his PDS is computed and a hypothesis test
is used to verify it is the same as the public key.

But once again, an attack able to remove the water-
mark was found against the system [6].

5 Using watermarking as subset of a crypto-
graphic protocol

As the security of asymmetric cryptographic protocols
has already been assessed, we can be a bit more confi-
dent. However, it must be integrated inside the water-
marking process which is a difficult step. The problem is
not that the added component is secure (we suppose it)
but is in the interaction of all components of the system.
Jointly with Frangois Koeune in [11], we already showed
that integrating new components in a protocol is likely
to lead to new attacks on the system if the integration
is not carefully crafted.

5.1 Based on zero knowledge

Craver in [2] and jointly with Katzenbeisser in [3, 4]
use a zero knowledge protocol to prove the presence of
a watermark in the signal. The secure cryptographic
primitive used is a zero knowledge proof based on iso-
morphism of graphs.

The private key is permutation 7 on a group of n ele-
ments. The public key is a graph G and its permutation
7(G). The signal to be watermarked O is treated as an
array of n samples. A classic symmetric watermark W
is inserted in the signal O. O’ is the watermarked signal.
The signature of O is < 7(0"), 7(W) >.

The protocol needs multiple rounds to gain confidence
in the fact that W is embedded with O’. The prob-
ability to cheat the protocol is 1/2™ where m is the
number of rounds. A each round, Alice (the prover)
find two permutations o; and p; so that o; 0 p;, = 7
and computes G; = p;(G) and O, = p;(0’). Al
ice sends two commitments to Bob (the verifier): <
C1(pi), C2(04), H(O}), H(G;) > where H is a hash func-
tion. Bob flips a coin and ask to Alice to open com-
mitment C7 or Cy. If Alice opens Cy, Bob can ver-
ify that verify that H(p; ' (7(0'))) = H(O}) and that
H(p; (1(G))) = H(G;). He also verifies that W; =
p; H(r(W)) is embedded within O!. In the other case, if
Alice opens Cy, Bob checks that H(o;(7(0’))) = H(O})
and that H(o;(7(G))) = H(G,).

In order to avoid that the verifier gets any information
in the verification protocol, the signal must be precondi-
tioned as atypical values could give information on the
permutation. On the other side, if the preconditioning
step is too aggressive, the watermark could be destroyed.
The authors find a suitable function: the Hilbert space-
filling curve.

As we mentioned at the beginning of this section, inte-
grating two components can lead to new attacks which
is the case here. The authors describe a chosen plain
text attack against their protocol which usually does
not pose a threat in a classical zero knowledge proof.

Eventually, the scheme does not really solve the in-
dustrial problem because it requires a lot of data to
prove the existence of the watermark and needs a lot
of computations and exchanges between Bob and Alice.

5.2 Ambiguity attacks

In [4], Craver and Katzenbeisser introduce a subtle
mechanism where they combine classical cryptography
(discrete log and zero knowledge), classical watermark-
ing and classical attacks against watermarking.

The basis here is the ambiguity attack (a.k.a. invert-
ibility attack). When you have a signal O, it is possible
to extract a watermark W so that O = O+ W and then
claim that the original signal is O, the watermark is W
and the watermarked signal O.

Alice computes a watermark W = a” mod p from her
secret h. Computing h from W knowing a is know as
the discrete log problem and is believed to be intractible
for large p. She embeds the watermark in her signal
O’ = O + W. Using the ambiguity attack, she find k
different watermarks W; embedded in O’. She publishes
k+1 randomized watermarks (the fake ones and the real
one). If Bob want to remove the correct watermark, he
needs to remove all watermarks and therefore seriously
damage the signal O.

The verification protocol is as follows: Alice chooses
blinding exponents h; for all watermarks still detectible
in O’. She sends to Bob the blinded watermarks B; =
W;a". Bob flips a coin. In one case, Alice has to reveal
the blinding exponent and Bob verifies that the B; are



correct. In the other case, Alice has to give the discrete
log of one B;.

The authors pointed that a chosen plain text attack
was possible against this version of the protocol. They
had to modify a little bit the protocol. This shows again
that the interaction between different kind of security
components must be studied carefully.

This protocol is not suitable either for an off-line ver-
ification as it requires a lot of exchanged data between
Alice and Bob.

5.3 Extension of the zero knowledge schemes

The two previous protocols are based on zero knowl-
edge interactive proofs. In classical cryptography, you
can use several techniques to prove that you know some-
thing. One method is the asymmetric cryptography
where the secret is protected by the one way func-
tions with trapdoors as mentioned earlier. Another
method is the zero knowledge interactive proof where
you prove you own something without giving any infor-
mation about your secret. This is why such technique
has been used by Craver and Katzenbeisser as there is
no real one way watermarking function with trapdoor.

A zero knowledge interactive proof can be trans-
formed in a signature scheme [8]. When such transfor-
mation is applied, we lose the zero knowledge property.
A replay is now possible but this is not a problem in our
case.

We can now verify the signature off-line but if some-
body remove the attached signature, we cannot verify
the watermark even if there is a watermark embedded.

A not completely satisfactory solution: If the device
does not find any signature associated with the signal,
it contacts a server and tries to find the associated sig-
nature (i.e. by using a robust hash of the image).

With such protocol, we usually avoid an on-line veri-
fication and still conserve most of the properties of the
original schemes. This is a small step in the right direc-
tion but we do not reach the goal.

5.4 Key distribution

A well studied problem is the distribution of keys for
video broadcasting. The goal is to find the customer
who released a pirated copy of the video. The basic
idea is to distribute a different subset of keys to each
customer. By analyzing the pirated copy it is possible
to retrieve which was the subset of keys and hence the
pirate.

We can apply this method to watermarking. A wa-
termark is embedded within the image. The watermark
is divided in several parts in the same way as the first
exposed scheme in this paper. Each customer receives a
subset of key parts.

Obviously he will be able to remove the known parts
of the watermark. However, the watermark will be de-
tected by each customer that does not have the same
subset of key parts and it is possible to find the culprit.

Lastly, a collusion attack is always possible, the num-
ber of people needed to remove the complete watermark
depends on the exact key distribution scheme used.

6 Using cryptography as subset of watermark-
ing

The payload of the watermark can be any data. So why
not put some cryptographic data inside the watermark.
By using such method, we can tightly link the payload
of the watermark to the signal to be watermarked. This
could solve the problem of forging a new watermark-
ing but this usually cannot address the problem of the
removal of watermark.

6.1 Identity scheme

A classical cryptographic identity scheme is used to
prove your identity to another person. The scheme in-
volves three entities: Alice (the prover), Bob (the veri-
fier) and a Trusted Third Party (TTP) that Alice and
Bob trust. The protocol goes as follows: the TTP signs
with his private key some data O related to Alice (i.e.
her picture) certifying that O is really linked to Alice.
With the public key of the TTP, Bob can verify the
signature and thus link O to Alice.

Let us use that in the context of watermarking. We
need to link the signal to Alice. So Alice sends some
intrinsic data of the signal (i.e. a robust image hash
H(0))) and her identity I,to the TTP. The TTP returns
the signature S = Si(H(O), I,) to Alice. Alice embeds
the signature as watermark inside O and publish the
watermarked signal O’. Bob verifies with the public key
of the TTP that the watermark embedded within O’ is
the signature made by Alice.

With such scheme, it is very difficult to make fake
watermarks because the signature can only be generated
by the TTP and because the content of the signature is
tightly linked to the signal.

What is really lacking in this scheme, it is that the
watermark is not protected and therefore can be easily
removed.

7 Function watermark

The method we will expose here is not related to classi-
cal watermarking (in the image or audio domain). How-
ever this kind of watermark has some nice properties.
How it can be used in the signal domain is unknown.

This method is very old and has already been used
centuries ago. Computing a logarithm without any com-
puter is difficult task and can take hours, even days to
obtain good precision. Some people built tables of log-
arithms and sold these tables. To avoid that other peo-
ple steal their tables and sell as their own, they intro-
duced special rounding methods instead of the classical
one. These methods could take into account the posi-
tion where the rounding occurs and even the original
number.



To prove ownership of their table, they could give the
particular instance used to compute a randomly chosen
logarithm. The watermark on this logarithm could be
removed but as the author had not given the general
rounding formula, the rest of the watermarks remains
intact.

In the same spirit, Naccache, Shamir and Stern cre-
ated in [5] a watermark for function.

8 Conclusion

There is no real conclusion. Can we create a per-
fect asymmetric watermarking scheme? Nobody knows.
Some people even believe that it is impossible but as we
say in French ” Impossible n’est pas franc¢ais”. So we will
see in the future.

Still, we can point out that looking at classical cryp-
tography is a good source of inspiration as the best
schemes pick some idea or protocols there.
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