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ABSTRACT

The negative impact of radio frequency interferences on
the quality of radio astronomical observations is a mat-
ter of increasing concern for the radio astronomy com-
munity. The integrity of the data can be preserved by
detecting the interference in order to blank the receiver
in real time. The proposed detector uses cyclostation-
ary properties of the interference. It converts the known
hidden periodicity into a periodic signal which can be
easily detected. In this paper, the method is explained
and simulations applied to typical interferences are pre-
sented. Finally, a dedicated hardware implementation
using programmable logic array is proposed.

1 INTRODUCTION

As a consequence of the development of telecommu-
nications and radio positioning by satellites, radio as-
tronomers have to deal with an increasing number of un-
workable observations polluted by man-made radio in-
terferences [1]. Notably, communication and navigation
satellites using widespread modulations are the source
of an increasing number of medium and low level out-
of-band signal component (see Fig. 1). Although weak
compared to the noise at the receiver level, these inter-
mittent and fluctuating signals may pollute entire ob-
servation sequences. One solution to this problem is to
suspend in real time the functioning of the receiver when
such an unwanted signal is detected. This technique is
known as time-blanking.

Within this technique, several methods of interference
detection have been proposed. Most of them are based
on real time comparison between the measured spec-
trum and some adequate spectral standard [2], [3], [4].
These methods, which are often specific and computa-
tion requiring, usually rely on characteristics of the ex-
pected undisturbed signal. So, it seemed useful to us to
propose a more efficient and less computation demand-
ing detection method, which could take advantage of
some @ priori information about the interference. In
view of the generalization of radio electric emissions us-
ing numerical modulations, we turned our attention to
the cyclostationary properties of this class of signals,
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Figure 1: Spectra of the OH radical measured with
the Nancay decimetric radio telescope and polluted by
spread spectrum RFI. The thick line represents the ex-
pected profile and the thin line represents the contami-
nated one.

and more precisely chose to detect their hidden period-
icity.

In the first section, we will explain how the cyclosta-
tionary properties of the interference signal are used.
The second section will present some simulation results
to assess the detector performances on typical interfer-
ence signals. The last section will develop the hardware
implementation of the algorithm on an FPGA! compo-
nent, for real time operation.

2 PRINCIPLE OF THE DETECTOR

An interference signal b(t) is said to be cyclostation-
ary, if its autocorrelation function R(t,7) is periodic in
t (time). Let us quote T this periodicity, called hidden
periodicity, because it is not visible on the time repre-
sentation of the signal. We will assume that this hidden
periodicity is known :
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R(t+T,7)=R(t,T1) (1)

Usually, the cyclostationary character of a signal
emerges form its cyclic spectrum S(a,v), the frequency
representation of R(¢,7), where a and v are respectively
the cyclic and the spectral frequencies, dual of ¢ and 7
(in that order). As a matter of fact, this 2D represen-
tation unveils that the spectral power of the perturba-
tion signal is only located at discrete values of a, which
are natural multiples of 1/T [5] (see Fig. 2). On the
contrary, for the useful signal w(t), which in our case
is stationary and Gaussian, the spectral power lies en-
tirely on the axis corresponding to the cyclic frequency
a = 0. So, the presence of a significant power at the dis-
crete frequencies ay, = k/T (k # 0) is a discriminating
indicator to choose between the two hypothesis :

Hy : s(t)=ult) 2)
Hy @ s(t) = u(t) +b() (3)

Unfortunately, like most 2D methods, this technique
is heavy in terms of computation burden and is conse-
quently hard to retain for real time applications. To
overcome this major drawback, the proposed detector
reduces the 2D problem to a an easy to handle 1D case,
while preserving the possible cyclic signature of the in-
terference. The idea, to put it simply, is to project the
cyclic spectrum S(«, v) upon the « cyclic frequency axis
(see Fig. 2). Practically, the projection P(«) of the
cyclic spectrum is computed by an autocorrelation con-
ducted on the Fourier transform of the analytical signal,
quoted S, (v), associated with the received signal s(t) :

+oo
P(a) = / Sa(V)SE(v — a)dv 4)
— 00

The use of the analytical signal prevents the appear-
ance of spurious spectral lines that would result from
the correlation between positive and negative frequen-
cies for the real signal. The projection P(«a) is composed
of a discrete line spectrum corresponding to the cyclo-
stationary interference b(t), and a continuous spectrum
associated with the useful signal u(t) (see Fig. 2). Us-
ing an inverse Fourier transform, the time dual of P(«),
noted m(t), contains a T-periodic component, which can
be extracted by a simple T-synchronous averaging or
1/T-comb filtering. For obvious practical reasons, m(t)
is computed directly as the squared modulus of the an-
alytical signal associated with the signal s(t) :

m(t) = TF P()](t) = |sa(t)]’ ()

where s,(t) is the analytical signal associated to s(t)
and TF~'represents the inverse Fourier transform.

As can be seen in Fig. 3, the complete algorithm re-
duces to two linear filtering : a Hilbert filtering to elabo-
rate the analytical version of s(t) and a comb filtering to
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Figure 2: 2D representation, S(«a,v) of a cyclostation-
ary signal (with a hidden periodicity 7') mixed with a
stationary one. P(«) is the "projection” of S(a, v) upon
the a cyclic frequency.
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Figure 3: Principle of the algorithm. m(t) is the square
modulus of the analytical signal associated with s(t).
The synchronized averaging realizes a comb filtering of
m(t). The Fourier transform of m(t) is P(«) (see Fig. 2).

extract the T-periodic component from m(t), plus a few
elementary adding and squaring operations, all easily
implementable in real time.

3 SIMULATIONS

The method described above has been tested numeri-
cally on synthetic signals reproducing real world situa-
tions encountered at Nancay Decimetric Radio telescope
(NRT). Among the interferences frequently disturbing
radio astronomers are the widespread spectrum signals
emitted by the radio positioning satellites (GLONASS?
or GPS?). These signals possess an hidden periodicity,
either due to the very structure of their modulation (e.g.
the pulse rate for BPSK* modulations or a frame syn-
chronization coding), or due to a frequency shift which
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Figure 4: Py, against P, for three types of cyclosta-
tionary RFI : in (a) and (b) the hidden periodicity is
linked with the width of a BPSK elementary pulse, in
(c) the hidden periodicity is linked with the binary key
of a BPSK modulation. The RFT to noise ratio is -14 dB.
1024 % T samples are used for each one of the 100 trials.

destroys a periodicity initially found in the signal (e.g.
a Doppler shift affecting the binary key used to code the
information). The figures 4.a, 4.b and 4.c show typical
spectra of three interferences b(t) used in the simula-
tions. Their hidden periodicity, 7', expressed in nor-
malized time, are respectively equal to 4, 8 and 66. The
useful signal is a centered white Gaussian noise. The de-
tection of the period T is carried out by a synchronized
averaging over 1024 x T samples and a computation of
the mean power over the period.

Figure 4 represents the Receiver Operating Charac-
teristics curves plotted for 100 trials of the Hy and H;
hypothesis. The results show that interferences having
an interference to signal ratio (ISR) of —14 dB are de-
tected with a 95 % detection and a 5 % false alarm
probability. As a comparison, with the same number of
samples as in the one used in figure 4.c, the detection
method currently in use at NRT (apply a threshold to
power spectral density) would only reach a —1 dB ISR,
with the most favorable spectral resolution. Besides, the
asymptotic behavior shows that allowing the multiplica-
tion of the detection time by a factor 100, leads to a 10
dB lowering of the detection threshold.

4 IMPLEMENTATION

The proposed detector has been implemented on an elec-
tronic circuit, and is currently under test with the aim of
conducting experiments on actual signals at NRT. Here
are the details of the realization (see Fig. 5 and Fig. 6):

At first, the signal is conditioned prior to its numerical
processing. In addition to the anti aliasing filter, an

automatic gain control (AGC) has been added. It allows
to get rid of the fluctuations (=10 %) usually affecting
the useful signal. After a conversion from analog to
digital form, the 12 bit digitized signal is applied to the
detection algorithm above described (see Fig. 3). The
sampling rate is currently 3 - 105 samples/sec.

The implementation was conducted on a single
FPGAS circuit FLEX 10K50 from Altera. This compo-
nent contains a large number of logic gates (=~ 50,000)
as well as a random access memory (RAM) which can
be used as a mean to store data. The Hilbert filter-
ing is performed in fixed point calculation under the
form of a 33 coeflicients transversal filter. The included
RAM enables the memorization of the partial products
in a Look Up Table, which leads to the complete par-
allel processing of multiplication operations. In terms
of computation velocity, the advantage is considerable.
The rate of 100 - 105 samples/sec can be reached. The
other functions (squaring, centering, synchronous aver-
aging, integration) have been performed in floating point
calculation (8 bit for mantissa and 7 bit for exponent) to
avoid any under or overflow problem. The realization of
the T-delay line used in the synchronized averaging also
takes advantage of the on-chip RAM to ease the control
of a FIFO® stack. The development tools supplied with
the FLEX 10K50 reduces the task of programming the
component. On the other hand, the large number of
pins on the circuit (403 in all) makes the routing task
very tedious by conventional means.

5 CONCLUSION

In the scope of time blanking techniques, the proposed
detector leads to an original real time exploitation of
the cyclostationary properties of unwanted signals. The
present description is limited to signals of known hid-
den periodicity. However it could be improved to deal
with unknown periodicity. Simulations have shown that
it can efficiently suppress interferences of high ISR, —
compared to what is usually considered as a disturbing
level in radio astronomy, i.e. —50 dB—. Besides, the use
of an FPGA component leads to a compact and speedy
real time hardware realization, where the complete al-
gorithm was successfully implemented. The proposed
method may also be used in other application fields,
such as the monitoring of sets of gear-wheels in turbines,
or the fast survey of the radio electrical environment in
telecommunications.
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Figure 5: Principle of the detector. The contents of
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Figure 6: Hardware implementation of the detector. (a)
Analog board: The anti-aliasing filter is a 7t Cauer
low-pass filter. Its cut-off frequency is 1.5 MHz. The au-
tomatic gain control uses a wideband voltage controlled
amplifier VCA 610 linked with a wideband operational
amplifier OPA 620. These two boards are plugged into
a mother board. (b) Digital board: 4 layers board
with a FLEX 10K50, an Analog to Digital Converter, a
6 MHz clock and an EEPROM for FLEX configuration.



